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Agim Nuhiu, PhD',
Sande Smiljanov, MBA Spec.”

CONSTITUION AND TRANSFORMATION OF DIRECTORATE FOR
SECURITY AND COUNTERINTELLIGENCE (UBK) THROUGHT ITS
HISTORY

Abstract: Republic o fM acedonia M inistry of Interior Af fairs (MVR) Directorate f or secu rity and
counterintelligence (UBK) is one of the key institutions in charge of security in Republic of Macedonia
(RM). This is why it is of essential importance to understand the way in which this institution has operated
from its constitution to present day. Explaining this will encompass all of its transformations as well as its
practical works out in the field of operations. Focus is also placed on the UBK hierarchy and its operations
directed towards the wellbeing of RM interior security.One of the most important reforms of UBK is the
one that yet to come. W hat this means is creating and operating under a strategy which will make this
institution much more transparent and approachable for the civilians. What is being suggested is that all
operations of this Directorate become similar to those ofthe more modermn western intelligence agencies
who in a very transparent way publish their operations on their very own web sites. One possible way of
implementing this form of UBK transformation is creating a subdivision of the existing MVR site. This
subdivision website w ould pos t i nformation pe rtaining t o t he operations of U BK a nd i nformation o f
interest t o t he g eneral p opulation, al 1 of wh ich wo uld b e i n acco rdance wi th t he L aw f or cl assified
information. The main goal ofthis effort is to make UBK’s everyday ef forts more efficient and more
transparent.Having in mind everything state above it can be concluded that if in the future we want to
achieve full synergy between several agencies and directorates whose jurisdictions intertwine and overlap
(UBK, Intelligence Agency (AR), and Military service for security and intelligence (VSBiR)) then those
institutions must put in a better team effort. This would mean greater exchange of obtained information
with the goal of more efficiently conducting the tasks and responsibilities at stake.

Key words: Directorate for security and counterintelligence, transformation, improvement of operations,
transparency.

1. Introduction

In acco rdance wi th t he L aw f or i nterior a ffairs f rom 2014, i n a ccordance w ith a rticle 17,
institutions operating as part of the MVR are: Bureau for public safety (BJB) and UBK, the late of which
will be topic of interest for this paper.

As part of their jurisdictions, the systems for state security undertake activities directed towards
protection f rom e spionage, t errorism, a nd a 1l ot her a ctivities thatt hreatent o ha rm or t ake dow n
democratically e stablished in stitutions as p rescribed by th e R M c onstitution. Th eir a ctivities ar e also
directed towards protection from more severe forms of organized crime.

Directorate is ran by a director w ho independently runs the execution of the UBK affairs, and
answers to the RM Minister of Interior Affairs, and the Government of RM, who in the first place awarded
him a four year mandate.

' Ministry of Interior, Republic of Macedonia, agimnuhiu@hotmail.com

? Ministry of Interior, Republic of Macedonia, ssmiljanov@gmail.com
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In line with suggestions made by the UBK director, the minister adopts acts for organizing and
operating as well as the systematization of the job positions within the directorate.
As part of performing their duties within their jurisdictions, employees of the Directorate have the right to
gather da ta a nd i nformation f rom c itizens, i nstitutions, ¢ ompanies, who ar ¢ o bligated t o allow t hese
directorate servants uninterrupted execution of their duties.

2. Establishing and development of UBK

On the 13th of May, 1944, in Drvar, former Yugoslavia,came with the forming of the Department
for protection of the people (OZNA) as only security service. OZNA operational directions led to creation
of intelligence and counterintelligence protection of the armed forces and institutions resulting out of the
people led freedom fighting (1941 t01945) and the later fights against the quisling Ballist troops and the
terrorist gangs.

Soon after, individual OZNA departments were formed for each of the republics en compassing
federal Yu goslavia. I n M acedonia, O ZNA w as f ormed i n July of 19 44, i nt he vi llage of R amno,
Kumanovo. On 31 * of J anuary of 1946 O ZNA moved from j urisdiction of the M inistry o f d efense,
underjurisdiction of the Ministry of interior affairs. This led to reorganizing and creation of the Directorate
for state security (UDBA). With its intelligence and co unterintelligence activities U DBA protected the
territory of Federative People’s Republic of Yugoslavia (FNRY), unmasks illegal operations and groups,
faces remains of quisling and other gang formations, as well as more drastic forms of economic crime.

In 1966 came the forming of the cornerstones o f the S ervice for state security (SDB) which
worked o n unmasking an d d eterring act ivities d irected ag ainst st ate se curity and subverting or t aking
down the systems established by the Constitution.

After RM independence, SDB continues operating as part of this republic’s Ministry of Interior
Affairs, and works on fulfilling tasks predetermined by the Constitution and the Laws of RM.

In 1955, with reorganizing of its running bodies, SDB was renamed into The Board for security
and ¢ ounterintelligence ( DBK), a nd i n 20 00, ¢ hanges i n t he Law f or or ganizing a nd running s tate
administration 1 ed t o DB K r estructuring i nto Directorate f or s ecurity an d counterintelligence ( UBK),
which still continued performing tasks in connection with the system of state security. (www.mvr.gov.mk,
2016)

3. Intelligence — reconnaissance activities

In his book *“ National S ecurity”, P rofessor M itkoKotovcevski from th e University o f Sa int C yril and
Methodius in Sk opje, s tates th at in telligence — reconnaissance a ctivities d irected ag ainst o ur st ate ar e
implemented under pre-established s cenarios for the purpose of gathering much needed data about RM
and its running institutions. Topics of key interest are the situations in areas of fundamental importance for
the m otherland — interethnic, ¢ ultural, military-police, eco nomical, an d p olitical ch aracteristics, wh ile
special interest is placed on the developments within the Army of Republic of Macedonia (ARM), and its
interests for obtaining modern systems of armament. Intelligence — reconnaissance activities are conducted
by outside and inside el ements, co mbinations o f t hese t wo, as wel 1 as i ntelligence ser vices o f ce rtain
states, representatives of which, could be infiltrated through foreign diplomatic embassies operating in our
country, non -government or ganizations, hum anitarian or ganizations, a nd e ven s ome s tructures of t he
United Nations (UN).

Representatives of the foreign military-intelligence agencies are above all focused on gathering data about
the armed forces of RM, their structure, readiness and mobility o f the units, or to summarize complete
readiness of the entire defense system of RM. What is also of great importance for the intelligence actions
are the operations of certain structures of paramilitary and secessionist forces. As part of certain political
parties, at certain stages of development of the society, these extremist structures strive for secession and
total disobedience for the state institutions. Their goal is to force functioning of parallel structures on a
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certain territory of the state where they pose a majority. As part of final planning and implementing of
possible terrorist actions and military activities of limited character, primary goal of the intel research of
these structures is also ARM and MVR.(Kotovcevski, 2013:235)

4. Intelligence cycle according to CIA

According to Proffesor Kotovcevski (presented in the book “Intel Basics™) the intelligence cycle
of obtaining information includes a certain portion of altering of data during their presentation as part of
the final intelligence product which is being presented to the end customer. Intelligence cycle is a never-
ending process due to the fact that ending one process means beginning of another. To begin with, the goal
of the intelligence cycle is to pe rmanently provide i nformation w hich ne eds t o r educe t he a mount of
surprise the state and he nation may face. This minimizes the risk and helps create total overview in times
of complex situations.

Resulting estimates of the final intelligence product do not represent the only way of predicting
the future. They are just part of a trove of precisely analyzed conclusion about the most likely course of
events which are of key importance for the security, future, functionality, and perseverance of any nation
and state.

Estimates and knowledge gained from the intelligence process gives political actors great amount
of information about future developments, which in its self is of vital importance for precise analysis of
the cu rrent cr itical p roblems, and t hose o ft he f uture wh ich i s f illed wi th t raps, u ncertainties an d
expectations. The basic stages of an intelligence cycle are presented in picture 1. (Kotovcevski, 2013: 60)

Figure 1: Basic phases of intelligence cycles

Delivering (annalisis by end customer)

With different intelligence services - agenciesthis process varies, and the way this process is viewed by the
United States (USA) Central Intelligence Agency (CIA) is presented in picture 2.
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Figure 2: Intelligence cycle according to US CIA (Kotovcevski, 2013:62)

Gathering of data

Planing and giving

Processing of data directions

Annalisis and
compilig of the Distribution
final product

5. Organizational structure of Republic of Macedonia Ministry of Interior Affairs (October
2015)

Republic of Macedonia Directorate for security and counterintelligence (UBK) operates within the MVR.
According to MVR hierarchy UBK is under direct control of the Minister of Interior Affairs, and as such
answers directly to him and the Government of RM (article 25 of the Law for interior affairs).

With the goal of better visual presentation of the way the Macedonian Ministry of Interior Affairs
operates as well as i ts organizational setup and the positioning of the UBK, what will follow will be a
organogram of t his ministry’s h ierarchy, wh ich canb eal so f ound at t his ministry’s web p age.
(seefigure3)(Republic of Macedonia Ministry of Interior Affairs, 2015)
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Figure 3:Organogram of the Republic of Macedonia Ministry of Interior Affairs

Regional centers for Sectors for internal affairs [SVR)
border affairs

‘ol

Institutions in charge of creating and implementing national security policy

(Republic of Macedonia Ministry of interior affairs, Directorate for security and counterintelligence as
part of Republic of Macedonia security systems, 2016)

In the Republic of Macedonia, according to adopted laws and handed out jurisdictions, there are several
institutions which share responsibility over the System for national security policy:

1. Parliament of Republic of Macedonia is in charge of adopting laws pertaining to the security
and defense issues;

2. President of Republic of Macedonia is the supreme commander of the Macedonian security
forces and is also President of the Republic of Macedonia Security Council;

3. Government of Republic of Macedonia proposes laws and other regulations from the sphere
of security and defense and is in charge of their execution;

4. Security Council, discusses issues in connection with security and defense and offers the RM
parliament and government draft proposals.

Picture 4 is ar epresentation o ft he 1 egal f ramework wi thin wh ich t he sec urity s ystem must
operate.
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Figure 4: Legal framework within which the security system must operate.

Republic of Macedonia
constitution

National secuirty and defense
strategy

Defense Law

Law about inteligence agency

Criminal law

Interior affairs law W

International conventions and
agreements

Jurisdictions of Directorate for security and counterintelligence
Within the state security system UBK executes assignments pertaining to protection against:
v Espionage;
v’ Terrorism and other violent acts directed against democratic institutions established by the
Constitution of Republic of Macedonia;
v Heavier forms of organized crime;

Espionage
Timely unveiling, stopping, and protection against:
» Activities by foreign intelligence services which may harm national security or economic
stability of the state;
» Unauthorized access to classified information further use of which may threaten national
interests and security of Republic of Macedonia;

Opposing terrorism and protecting constitutional establishment

Timely revealing and stopping of violent acts of political, religious, and/or ideological nature:
» Terrorism;
» Extremism,;
» Protection of very important people (VIP);

Higher forms of organized crime
Coordinated and complex measures and activities coordinated with other state institutions with the goal of

preventing and opposing all forms of organized crime.

Conventional crime — Smuggling of immigrants; Smuggling and illegal trading of weapons, drugs,
people, archeological finds, falsifying of documents, foreign currency, and vehicles;

Economic-financial crime— Money laundering;(Republic of Macedonia Ministry of interior affairs,
Directorate for security and counterintelligence as part of Republic of Macedonia security systems,2016)
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6. Organizational setup of UBK

Fifth figure shows clear representation of the organizational setup of UBK which de facto means opening
of this institution before the citizens

Figure 5: Organizational setup of the Directorate for security and counterintelligence

f
7

LCTITE

(Republic of Macedonia Ministry of interior affairs, Directorate for security and counterintelligence as
part of Republic of Macedonia security systems, 2016)
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7. Jurisdictions and organizational units composing UBK

Department f or se curity m anagement, managing human r esources and t rainingconducts
legal affairs, creates and conducts strategies and regulations regarding field operations, processes financial
issues, manages human resources, as well as training in the field of security and counterintelligence.

Sector for international cooperationconducts activities in the field of international cooperation
with t he f oreign secu rity ser vices b oth o n b ilateral an d m ultilateral 1 evel, coordinates ex change o f
information which are in regards to safety and can lead to preventive actions, as wel | as conducting of
protocol activities for the direct needs of the Directorate.

Sector for fight against i nternational ¢ rime:based o n guidance from the d irector t his sec tor
conducts coordination of activities of the operative part of the Directorate, all of which depending on the
level of the security threat, and undertakes activities for conducting concrete plans.

Department for co unterintelligence conducts and executes operative actions with the goal of
countering actions by foreign intelligence services (their agents, centers) and conducts counterintelligence
support and protection, with the goal of protecting classified information.

Department f or p rotecting co nstitutional es tablishment a nd c ounterterrorism coordinates
and ex ecutes o perative actions w ith t he goa 1 of pr otection from all f orms of t hreat a gainstt he
constitutional establishment including all forms of terrorism and other violet means of action, c onducts
operative-preventive protection of VIP and sites as well as security checks of people for the needs of the
Ministry of Interior Affairs, and other state institutions.

Department for fight against more severe forms of organized crimecoordinates and executes
operative assignments for the purpose of preventing heavier forms of organized crime directed against the
democratic institutions and constitutional establishment of Republic of Macedonia, and the security of in
the state in general.

Department for analysis and research conducts identification of situations and de velopments
which can pose a threat for the security of the state, and also analyzes the magnitude of the threat directed
against the strategic and national interests.

Department for operative technologyconductsoperative-technical supportof organizational units
which the Directorate is composed of and which conduct security and counterintelligence activities for the
purpose of protecting the constitutional establishment of the republic, protect VIP, fight heavier forms of
organized crime. This department also works on maintaining the electronic and computer equipment used
for the above mentioned purposes.

Department for antiterrorist protectionexecutes operations directed at preventing and
managing terrorist threats including preventive protection of sites and large gatherings, as well as
antiterrorist checkups revealing and deactivating of explosive ordinances.
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Department UB K-Skopje conducts operations in the field of counterintelligence, protection of
constitutional establishment, countering terrorism and heavier forms of organized crime on the territory of
the city of Skopje. This department also coordinates activities with the goal countering situations which
can ha ve s ecurity i mplication ove r t he br oader t erritory of Republic of M acedonia, t hus br inging
functional unity in fulfilling Directorate goals.

Regional operative sectors (ROS)Bitola, Veles, Gevgelija, Kumanovo, Ohrid, Prilep, Strumica,
Tetovo, and Stip are in charge of affairs in the area of c ounterintelligence, protection of constitutional
establishment, fight a gainst terrorism and heavier forms of organized crime for the respective region in
which they have been formed.

(Republic of Macedonia Ministry of interior affairs, Directorate for security and counterintelligence as
part of Republic of Macedonia security systems, 2016)

7.1. Personnel in charge of operations

Deputy Directors, assi stantd irectors, co ordinative assi stantd irectors, h ead o fsect or f or
international cooperation, head of sector for fight against international terrorism, all answer directly to the
Director.

Heads o f the r egional o perative sect ors B itola, Vel es, Gevgelija, Ku manovo, Oh rid, Prilep,
Strumica, Tetovo, and Stip answer to the Director and the coordinative assistant director.
When it comes to specific situations the heads of the regional operative sectors Bitola, Veles, Gevgelija,
Kumanovo, Ohrid, Prilep, Strumica, Tetovo, and Stip also answer to the corresponding assistant director
(counterintelligence and constitutional establishment, countering terrorism, or heavier forms of organized
crime).
(Republic of Macedonia Ministry of interior affairs, Directorate for security and counterintelligence as
part of Republic of Macedonia security systems, 2016)

7.2. Supervision of activates conducted by UBK

Supervision of UBK activities can be divided in three portions:

1. Government of R epublic of M acedonia c onducts s upervision t hrough t he M inistry of I nterior
affairs, which within its self has a Sector for internal control that answers directly to the Minister
of interior affairs;

2. Second filteri st he P arliament of R epublic of M acedonia, r epresented t hrough t wo of i ts
commissions: C ommission f or s upervision of U BK a nd A R a ffairs, a nd C ommission f or
supervision of intercepted communications;

3. Third, and the past decade, maybe the most important filter is the general public;
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Figure 6: Supervision of UBK activities

Government of RM Parliament of RM Genqal
public
Internal Commission for supervision
MVR con‘g{rol of UBK and AR
sector

Commission for
supervision of intercepted
communication

(Republic of Macedonia Ministry of interior affairs, Directorate for security and counterintelligence as
part of Republic of Macedonia security systems, 17.3.2016)

8. Institutions in charge of security issues: MVR-UBK, AR, VSBIR and J2.
Current situation and suggestions that can lead to improvement

As part of the state security system of the state the founding of the intelligence and security
community in Republic of Macedonia started with the adopting of the law for interior affairs in 1995.
Back then the Service for state security which operated as part of MVR and was conducting intelligence
and counterintelligence operations was split into two separate services.

This law led to the creation of the Board for security and counterintelligence (DBK),which is
now the Directorate for security and counterintelligence (UBK), which remained operating within the
MVR, and was awarded functions regarding internal security, while a special law, from that very same
year, led to the creation of a separate stated institution called the Intelligence agency (AR).

Intelligence agency conducts operations of foreign intelligence and is subordinate to the president
of the state.

Law for defense also addresses issues of intelligence and counterintelligence nature. This led to
the M inistry o f Def ense cr eating t he Military s ervice f or s ecurity a nd intelligence ( VSBiR) w ith
jurisdictions of planning, organizing, and conducting intelligence, and counterintelligence for the purpose
of protecting the forces of the Ministry of Defense and the ARM. Additionally, as part of the ARM, there
1s also the J-2 section, which is subordinate to the VSBIR.

These three services (UBK, AR, VSBiR) compile the security-intelligence in M acedonia. T heir
founding mission needs to be team coordinated activities and exchange of information.

When t alking a bout s ecurity-intelligence co mmunity we r efert o a “co mmunity” andnota
“system” or a “subsystem” of the state security system, because the basic problem we are facing is lack of
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coordination in its efforts. In Republic of Macedonia there is no special body which would coordinate the
security services, such as the case in Republic of Serbia and republic of Croatia.

Coordination of t he s ecurity-intelligence ¢ ommunity ne edst o be done withint he ¢ rises
management s ystem, t hrough t he Evaluations Gr oup, wh ere h eads o f se rvices wo uld meet. S till in
practice, this practice does not exist for multiple reasons.

In the past the basic problem was the “political gravity” that the former director of UBK had in
comparison to the other heads and directors.

Second problem is the fact that the E valuation gr oup doe s not consist only of heads o fthese
services, so they do not feel “comfortable” enough to exchange sensitive information.

Next problem is the fact that there is no in charge institution with jurisdiction to compile all the
different reports of allthe servicesinto one doc umentand a s s uch pr esented before t he i n-charge
institutions. Although the security-intelligence services are functionally dependent of one another, they are
not connected b etween t hemselves ei ther h orizontally or vertically. It is true that they co operate at an
informal levelbut this is not enough and is the basic weakness of the way the system works right now.

There is also the problem with the Intelligence Agency (AR) which as a relatively new institution
within the se curity-intelligence c ommunity h as s till n ot a ssumed its rightful p osition w ithin th e s tate
security system. According to one survey-research results, this agency faces multiple problems.

The first problem comes due to the overlapping of certain jurisdictions between AR and UBK.

The second problem is the qualification of employees within the agency itsself.

The third problem lies in the way this agency is positioned within the system. The main problem
here is th e factth atiti sth e President o fth e s tate th at a ppoints th e d irector o f th e a gency, w hile
systematization and financial portion of its operations is covered by the government.

In a situation like this, the government wants to limit AR dealings. This is especially so if the
Premier and t he P resident ¢ ome f rom di fferent political opt ions. W hen we ha ve s uch s cenario t he
government reduces the funds that this agency gets. On the other hand because of the fact that the director
is being appointed by the President of the state, there is a chance he might first get the information coming
from the agency, and in return the UBK information might not be passed on to the president of the state at
all.

When it comes to VSBIR there is the open issue of the parliament ¢ ontrol over this s ervice.
Jurisdictions of the parliament commission for supervision of work of UBK and AR do not state that this
commission ¢ an ¢ onduct parliamentary c ontrol o ver V SBIiR, or that t his s ervice ha s an obl igation to
supply the parliament annual report regarding its affairs. Still this type of supervision can be implemented
indirectly through the Commission for defense and security issues.

In the past, within the state security-intelligence community there was o ften “battle for prestige
and rivalry” between the two civilian security-intelligence services. This had a n egative impact over the
quality of their work.

It seems that as an “older brother” UBK wants to deal more with intelligence activities and as such
overstep into the jurisdictions of the AR. As a result of this, the intelligence service was inferior over the
counter-intelligence one. This also reflected upon the quality of service of these services and their overall
product.

This co ndition r esulted i n t he p rimary u sers ( president, p remier, m inisters o f d efense, i nterior
affairs, and foreign affairs) getting diametrically different in formation about same event or situation, or
with similar estimates, but in different periods of time.

All of this brings us to the conclusion that there is a need for adoption of a law which would
define the cooperation and the jurisdictions between the different subjects within the state security and
intelligence ¢ ommunity. Itis o nly th en th at th e p resident, p rime minister, a nd ot her i n-charge st ate
officials, will all have the same information about the situation in the state at the same time.
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Wheni tco mest ot hescan dalous wi retapping i ncident whichi ncluded f ollowing of
communication of large number of officials in M acedonia, the report made by P ribe concludes that the
taping was done “illegally over the course of several years, and as such are not part of a l aw or judicial
proceeding.”

This report also states that if taking in consideration the quality and magnitude of the made tapes,
it can be concluded that they were made in the UBK offices. Content of many of the tapes indicates of
illegal activities and misuse of power by many high-ranking government officials.

Internal and external supervision over the intelligence services suffer multiple flaws. These flaws
are a result of the lack of activities by all supervision institutions. This in its self is a cause for major
concern, states Pribe’s report.(Nova Makedonija, Plusinfo2016)

9. Conclusion

In the period to come the Directorate for security and counterintelligence (UBK) has a st rategy
according to which it plans to be more transparent and approachable towards the general population. UBK
wants its course of action to be similar to that of CIA which very transparently publishes its operations on
its website. In order to achieve this UBK supports opening of a sub-site at the MVR portal. This site would
contain al 1 UBK information which is not deemed as cl assified, thus making UB K more efficient and
effective, while at the same time the general public would have a greater overview into its operations.

From e verything s tated up above it can be concluded that in the future, for the s ake of more
effective and efficient operating, UBK and the other security services (AR and VSBiR with J2) must work
more as one team, because only this way will they improve their work results.

It also needs to be pointed out that in spite of all political turmoil in Republic of Macedonia,the
UBK is successfully doing its job, especially when it comes to the fight against terrorism and the heavier
forms of organized crime. This is due to the fact that UBK has professionals who are highly dedicated to
performing their duties and maintaining the constitutional establishment of our state by opposing all forms
of terrorism.

Latest example of this is the case with the migrant crisis in 2015, when about one million migrants
transition t hrough our state, s ome eighty of w ho participated in the ba ttlegrounds in S yria and ot her
hotspots in the Middle East. About six percent, or in total more than a thousand people from the Balkans
participated in the war in Syria and have returned to their home countries, while several thousand (about
three thousand) have returned to their home countries on the territory of the EU. In spite all of the risks our
country faced, UBK and the rest of the security services managed to successfully deal with the migrant
crisis. A lesson needs to be drawn from all of this and in the future period UBK and the rest of the security
services need to vigilantly follow the situation due to announcements of future migrant crisis and the risks
that may come to our country with this development.
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